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Abstract — Currently, the management and tracking of
different types of products is a critical and extremely
important task for companies in all industries. With the
increase in the production and distribution of goods, it
has become essential to guarantee the authenticity and
traceability of products. "Product traceability has
become an indispensable industrial procedure,"
according to Mecalux [1].

A key part of this process is assigning and validating
unique serial numbers for each item. Serial numbers
allow companies to track products from manufacture to
final delivery, ensuring quality and preventing
counterfeiting. In addition, they can help customize a
product or detect a defective item after delivery and
immediately take corrective action, such as removing it
from the market, as they offer three overviews:
backward, internal, and external [2].

This web-based project aims to create an innovative
application that validates the uniqueness of serial
numbers assigned to products in QR codes. This
application will provide companies with an efficient and
reliable tool to ensure that each serial number is unique,
avoiding duplication and potential errors in inventory
management. Serial number validation is essential not
only to maintain the integrity of the inventory system
but also to comply with quality and safety regulations in
the industry.

Keywords: serial number, inventories, QR, traceability,
web.

Abstract -- Currently, the management and monitoring
of products of different types is a critical and extremely

An important task for companies in all industries. With
the increase in the production and distribution of goods,
it has become essential to ensure the authenticity and
traceability of products. "The traceability of a product
has become an indispensable industrial procedure,"
according to Mecalux [1].

A fundamental aspect of this process is the assignment
and validation of unique serial numbers for each item.
Serial numbers allow companies to track products from
manufacturing to final delivery, ensuring quality and
preventing counterfeiting.

In addition, it can help in customizing a product or
detecting a defective item after delivery and applying
corrective actions immediately, such as removing it
from the market, as it offers three overviews: backward,
internal, and external [2].

This web-developed project aims to create an innovative
application that validates the uniqueness of the serial
numbers assigned to products in QR. This application
will provide companies with an efficient and reliable
tool to guarantee that each serial number is unique,
avoiding duplications and possible errors in inventory
management. Serial number validation is essential not
only to maintain the integrity of the inventory system,
but also to comply with quality and safety regulations in
the industry.

Key words — serial number, inventories, QR,
Traceability, Web.

INTRODUCTION

Regardless of the size of the company, regulatory
standards require high efficiency in the application of
traceability to achieve the expected levels of quality.
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Image 1 in [4] shows all the main processes directly
involved in implementing traceability within a company.

distribucion

origen

procesa- minorista
miento

Image 1. Stages of traceability.

The immediate benefits are reflected in: improved
process quality, reduced costs and times, guaranteed
product quality, timely problem detection, end customer
detection, and improved communication.

The importance of implementing traceability lies in the
ability to monitor and analyze each stage of the product,
from the initial stage when the raw materials arrive until
they are delivered to the end consumer [5], as it provides
four key points: what, when, where, and why.

Serial numbers as unique identifiers facilitate the
implementation of traceability. They can be constructed
from different types of characters: they can be
exclusively numeric, or they can contain alphabetic and
other types of typographic symbols, or be obtained from
a mixture of all of the above [6].

Consequently, proper traceability management will be
achieved through the accurate linking of the batch
number in the procurement of raw materials, during the
manufacturing processes of the product, and the sale of
the finished product. [7]

The importance of the serial number on machinery
allows information to be provided about spare parts,
equipment configuration, year of manufacture, country
of origin, and associated engine, thus providing accurate
details about the machinery in question [8].

By verifying the serial number, we can confirm that the
device is genuine and not a copy or imitation [9].

General objective

Create a traceability registration module for each coded
part, ensuring maximum consistency of information
using Cummins web technology.

Specific objectives

*Perform requirements analysis for the program

to be developed.

*Establish the appropriate connection between the PLC
and the PC.

*Verify through the use of software that the

necessary communication between the serial ports.
*Develop an application with a database in

Javascript to validate the reading process for each
Cummins part

from Cummins that ensures that the code is not repeated
in the database.

Scope. You can enjoy continuity in the future,
implementing a more advanced labeling system where
the reader automatically scans the QR code on the part
without any intervention from the worker, for example.
It is a project that will always have something new to
improve, even if it is the smallest detail.

Nowadays, every company is looking for efficiency and
automation, to depend less and less on human beings
and for any process to be carried out by a machine.

In this case, the clearest improvement, in the short
and/or long term, is the automatic reading of the QR
code on each part.

Limitations. The project will be developed strictly
within the Cummins area. Other areas may be visited
occasionally to better understand the manufacturing
process of the parts and to ask other operators for more
information, but the place where the application will be
carried out is at Cummins, as this will be the birthplace
of this project.

Problem

The company had serious problems when manufacturing
its product, as the serial number marked on each part
was repeated. This caused redundancy and wear and
tear, which meant having to rework the parts that were
incorrect, inconvenience and wasted time with
customers, and a significant financial loss. Therefore, an
application was required to perform two validations,
mainly by receiving data from the scanner used by the
operator on duty.

State of the Art

Numerous publications on systems that implement serial
numbers to efficiently manage the traceability of
manufactured products are worth mentioning.

The study in Mexico, entitled "Advantages of using
electronic traceability systems in manufacturing
processes," reports that once the electronic monitoring
system was developed, in this case using barcodes, it
successfully enabled the traceability of processed
products and identified the origin or root cause of quality
problems, reducing the percentage of the main defect
detected by up to 15%. In terms o f manufacturing
shifts, the highest error rate was found in the second
shift, with 63% of the production area, compared to 37%
in the first shift. In Paraguay, the study entitled
"Contribution of a product traceability system for the
withdrawal of food from the market in Paraguay. Year
2020" explains
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The successful implementation of traceability to locate
products ready for removal from the shelf. [11]

DEVELOPMENT

A system was implemented to perform two fundamental
validations on the serial numbers marked on the parts
manufactured in their corresponding area within the
company.

The first validation consists of the following: the part
arrives at the press area, where the operator must scan
the serial number that is screen-printed by default. The
program receives the text string, but it receives a string
of 25 characters (which includes the serial number, the
batch, and the part number), but what really matters are
the first 11 characters, which correspond to the serial
number of the part in question. Once the program has cut
the string, it checks that the serial number does not exist
in the company's database. If it finds a record that
already contains that serial number, the application
issues a warning that the code is repeated. If, on the
other hand, the code is valid, the program continues with
the next validation.

For the second test, the operator must have placed the
part housing in position, then the PLC receives the
instruction to start marking the first code that was read
on the housing.

The second test consists of verifying that the first
number read by the scanner matches the one that will be
read next (i.e., after marking).

If the two codes differ, the program will immediately
notify the operator so that the supervisor can be
informed and the part sent for rework.

However, if both tests are satisfactory, then the press
releases the part and the process ends successfully.

Coding of the first serial canning validation The
operator must perform the first scan of the part (i.c.,
before the casing is placed and the marking is made).
With this code (programmed in PHP), the data from the
form is obtained using the HTML POST method.

First, it is validated that both fields are not empty, then it
is verified that the code is not repeated in the database. If
it is repeated, it is inserted into the table corresponding
to the duplicate codes, adding not only the serial
number, but also the date and time when the event
occurred.

If the code is valid, the data is transmitted to the next
page (see image 2) to perform the next test.

Image 2. First validation code.

Coding of the second serial canning validation

For the second validation (which consists of comparing
the first reading with the second, when the serial number
has already been marked in the Shell), it is necessary to
receive the serial number from the first page reading.
This string is stored in the $serial variable, as shown in
image 3.

mpleInputEmaill”

p
$serial=$_Gl
Sparte=$_GET["parte

>

documel
document.

Image 3. JavaScript code that receives the data.

The script is used to enter that variable into a text input
(this is invisible to the user with the hidden attribute) to
later make the comparison in another PHP file.

There is another text field where the operator must
perform the second reading. The "enter" event capture is
added to the script so that, after scanning, the form data
is automatically sent to the other file that will compare
both readings, see image 4:

Image 4. PHP code that compares both readings.

First, the text field of the second reading is validated to
ensure that it is not empty. If it is empty, the user is
notified.
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If the scan is performed correctly, two variables are
declared and initialized, corresponding to the string
received from the first scan and the string received from
the second scan, respectively. Each string is then
trimmed, as only the first 11 characters representing the
serial number are of interest.

Both strings are compared using an if statement. If the
strings match, the corresponding SQL statement is
executed to insert the record into the main table. If the
result of the statement is equal to 1, then it was added
correctly to the table, the user is notified, and the
program returns to the main page (to continue with the
next piece). Otherwise, a notification is displayed
indicating that there was an error during registration.

If the codes do not match, the user is notified with a div
(using a predefined class with Bootstrap) and remains on
the same page.

Main iaie

@cummms PRENSA

1on de D Farte canning Serlal canning Fed

CODIGO REPETIDO.

2024

20240616

a M w0

Image 5. Main page of the website.

The main page is shown in image 5, where the operator
has the option to perform rework (delete parts from the
database with a supervisor's authorization), view the
serial numbers that were duplicated, and view the parts
that were deleted.

The information on the last parts added is shown on the
right, in descending order.

On this page, to add a new part, the operator must scan
the pre-marked serial number. If the code is repeated, a
message like the one in image 4 appears, and it is added
to the repeated codes section, see image 6.

If the code is valid and not repeated, then proceed to the
next page for the next test (the one that receives the
second reading, i.e., after placing the casing on the part
and starting to mark the serial number). It is important to
emphasize that this second validation is responsible for
verifying that the code to be entered on this page
matches the one read on the previous page. In this case,
a different code was entered from the first one to test the
website's functionality, see image 7.

eCUMMINS PRENSA

codige -
LOS CODIGOS NO

COINCIDEN »

Image 7. Second validation page

When the two validations are performed correctly, the
program will automatically save the record in the
database and display it on the main page, as shown in
image 8.

@cummms PRENSA

Parte canaing Serlal canning Facha

Image 8. Record saved successfully afier the two validations.

Delete parts for rework

Another process handled on the website is the reworking
of parts. This section is very important for the company,
as it allows the wuser (necessarily a manager or
supervisor) to remove a part from the database without
having to rely on the IT department. The operation of
this section is shown below.

It can be accessed by clicking on the green text that says
"Rework," as shown in image 9.
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Image 9. Location of the rework section.

The website will then ask for the credentials that were
given to the leaders and supervisors of the area by the
developer. See image 9, where the username is
requested first. You will not leave this page until you
click on the "Cancel" button or enter the username
correctly. This is where the do while loop is used.

Image 10. User login.

After entering the assigned username, proceed to request
the password, see images 10 and 11:

Image 11. Password entry.

The website validates both the wusername and
password, which means that until the correct username
and password are entered, you will not be able to
access the rework section to prevent the operator from
deleting parts by mistake.

Once the leader or supervisor has signed in correctly,
they will be taken to the web page where they can delete
the part in question. See image 12:

Image 12. Page for deleting parts

Once the user enters this screen, all they have to do is
enter the serial number of the part they want to delete
from the main table so that, once the record has been
deleted, it can be run through the press again as if it
were a new part.

You can enter the serial number in two ways: manually,
by typing each character, or by simply scanning the
code, as the program will cut the string (removing the
first 11 characters) as shown in the coding. After
entering the serial number or scanning the part, the
program will proceed to delete it from the database.
And, as expected, the program saves the serial number
that has just been deleted in a separate table, where all
codes that have been and will be deleted are stored, see
image 13.

Image 13 Page showing deleted codes

DISCUSSION AND ANALYSIS OF RESULTS

User satisfaction survey

Once the program was completed and implemented in
production, a survey was conducted among users to rate,
based on their experience, the quality of the IT
department's performance within the company and also
the quality of the software provided for the Cummins
press.

Below, we show the analysis of each and every one of the
responses given by users to the survey, using graphs. A
total of # questions were answered objectively and
honestly, which is extremely useful for identifying areas
for improvement that can be implemented in the future.
The
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survey was conducted with 13 people, including a leader
and a supervisor.

The first question in the survey is about the ease of use
of the application. It is important to cover this point
because one of the initial objectives is for the application
to be easy to use, since those who would use it (in this
case, the operators) do not have much knowledge about
the world of computing. Therefore, the more intuitive,
simple, and explanatory the program is, the better it will
be for users.

In this case, users responded positively, as can be seen
in image 14, where most chose the option "Quite simple
and understandable."

1. ;Qué tan facil te resulta utilizar la aplicacion para validar los nimeros de serie de los cannings?
13 respuestas

@ Bastante sendillo y entendible
@ Regular
Compleja de entender

Image 14. Question 1 How easy do you find it to use the
application to validate canning serial numbers?

Question 2 addresses the issue of efficiency, asking
users whether the application quickly validated the serial
numbers on the canning. This point is important because
the program must be fast in order to achieve better
performance in the press area and manufacture as many
parts as possible in the shortest time possible. The
response received from users is entirely positive, with
92.3% stating that it performs its function quickly (see
image 15).

2. ¢La aplicacion valida los numeros de serie rapidamente?
13 respuestas

®si
® No

Tal vez

Image 15. Question 2. Does the application validate serial
numbers quickly?

The third question is about accuracy. Here, the response
was average, because although it was observed that the
application performed its task correctly, the average
operator has no way of verifying that it does so, since
they do not have access to the database. However, since
the application was installed, no duplicate serial
numbers have appeared, and if there are any, the
application notifies the user, thus fulfilling its objective.

That is why some respondents answered "Not sure" (as
can be seen in image 16), since those on the second or
third shift in the press area have no way of verifying that
this is true. The rest were present at the time of testing
and can attest to the accuracy of the program.

3. ¢La aplicacion detecta con precision los nimeros de serie duplicados?
13 respuestas

®si
® No

No estoy segura

Image 16. Question 3 Does the application accurately detect
duplicate serial numbers?

Question 4 addresses the user interface. Users were
asked to rate the app on a scale of 1 to 5 in terms of how
intuitive they found it. The response was positive, with
the vast majority considering the interface intuitive and
easy to use, as can be seen in image 17.

Image 17. Question 4. How intuitive do you find the
application’s user interface?

4. ;Qué tan intuitiva te parece la interfaz de usuario de la aplicacion?
13 respuestas

a

The fifth question is about the visual help provided to
understand the program process and what to do on each
screen. The response was positive (see Figure 18),
because although they found it difficult to understand,
they managed to do so. As mentioned above, these are
people who do not have much contact with technology
or computers. However, it is just a matter of them
getting used to using it and listening to their opinions on
what could be improved.

5. ¢La documentacidn proporcionada es clara y (til para entender cémo usar la aplicacién?
13 respuestas

@ S, es entendible perfectamente
@ Me costo entenderla pero si
® No entendi absolutamente nada

Image 18. Question 5. Is the documentation provided clear
and useful for understanding how to use the application?
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The next question, which can be seen in image #, is
about the technical support provided by the IT
department to users in the press area at Cummins. The
response was very positive, because although the
department always had something to do and sometimes
took a while to respond to the area's needs, the required
solution was always found and operators were instructed
on how to use the program correctly and what to do in
case, for example, the power went out or the computer
suddenly shut down. All their questions were answered
and adequate support was provided.

Image 19. Question 6. How satisfied are you with the
technical support received in case of problems or questions?

Question 7 is about the functionality of the application.
Most respondents answered that it meets their
expectations and needs. The main objective was to
validate that the serial number was not repeated and that
the serial number marked in the Shell was the same as
the one from the first reading, and the program does this
perfectly. 84.6% of responses were positive. See image
20.

7. ¢Las funcionalidades de la aplicacién cumplen con tus expectativas y necesidades?
13 respuestas

®si
®No

Tal vez

Image 20. Question 7: Do the application's features meet your
expectations and needs?

The eighth question deals with security, i.c., data
processing. All three possible answers were received,
but the majority feel secure and trust the IT department.
Mistrust is normal because, without access to and/or
knowledge of the databases, some people have no idea
where the information is stored. Users do not need to
have access to the database, as this is the sole
responsibility of the administrator.

If they had access to it, there would be total chaos in the
management of information. See image 21

8. ;Te sientes seguro respecto a la proteccion de datos y la seguridad de la informacion en la
aplicacion?
13 respuestas

@ Si, me siento seguro con el ratado de
Ios datos

@ No sé a dénde se envien los datos
No, desconfio de la aplicacin

Image 21. Question 8. Do you feel confident about data
protection and information security in the application?

Question 9 deals with updates and improvements.
Respondents were asked to rate their satisfaction with
updates on a scale of 1 to 5, and most responded with a
4,

This is understandable since, until now, there have been
no updates, nor are any required (at this time) for the
application. This will change over time and, as new
needs arise, the application will be updated, new features
will be added, or the process will be made more efficient
and faster. It is extremely important to maintain and
monitor the program in question. See image 22.

9. ;Qué tan satisfecho estas con las actualizaciones y mejoras implementadas en la aplicacién?
13 respuestas

8
6
4

0(0 %) 010 %) 0(0 %)
0

1 2 3 4 5

Image 22. Question 9. How satisfied are you with the
updates and improvements implemented in the application?

The tenth and final question is open-ended, and each
user who took the survey was free to respond with
whatever words they wished. They were asked if they
would recommend the application to other users and/or
companies with the same requirements. The responses
were overwhelmingly positive, as everyone said they
would recommend it and gave reasons why.

10.- {Recomendarias esta aplicacion a otros usuarios o empresas que necesiten validar numeros
de serie? ;Por qué?

e con su funcién

Es una aplicacio

pida, confiable y muy facil de manejar.
Si porque cumple bien con su funcion y propasito

Si porque es facil de entender

Claro, es una aplic: facil de usar y muy i

Si ya que la aplicacién detalla bien la parte del proceso en la que va ol operador
Porque es facil de usar y cumple con el propdsito requerido
Absolutamente, era una necesidad urgente en el drea de Cummins

Por supuesto, era un prablema que ya se venia arrastranda y generd muchas pérdidas econdmicas ala
emoresa

Image 18. Question 10. Would you recommend this app to
other users or companies that need to validate serial
numbers? Why?
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Discussion

As suggested by the published work "Company-supplier
integration relationships: the influence of traceability,"
the best relationships between a company and its
suppliers are those in which both parties take the quality
of the products they exchange seriously, and a high
degree of coordination facilitates the implementation of
a traceability system that drives that successful
relationship. [12]

The use of barcodes mentioned by the authors of the
project entitled "Evaluation of the implementation of a
traceability system using barcode reading in the
pharmacotherapeutic process of cancer patients" at the
Complutense University of Spain

[13], as in the case of this study using QR codes,
optimizes the capture of serial numbers to minimize
capture errors in the computer system and significantly
increases the degree of traceability efficiency.

However, human errors will occur at any stage of the
process, such as those detected in various phases of non-
traceable monitoring, which, once implemented, aims to
improve care for patients who expect to receive quality
healthcare with biomedical equipment that is maintained
in a timely manner according to its electronic
characteristics and useful life in strategic areas of a
healthcare center [14].

CONCLUSIONS

The development and implementation of the program
that validates both that the serial number pre-marked on
the canning is not repeated in the database and that the
serial number marked on the part after the casing is
placed is the same as the one read first has proven to be
a very important solution for Tenneco because, before
this application was put into operation, there was no
other measure that covered these needs, causing a
significant economic loss and loss of trust with its main
customers (Harley-Davidson, Stellantis, BMW, Nissan,
among others). The problem was so serious that, given
the urgency of resolving it as quickly as possible (while
the application was being developed), the IT department
first implemented an Excel macro. This macro only
validated that the serial number was not repeated, but it
was not able to perform the second validation, so it
could be said that it was only a "patch" and not the
definitive solution. It offers an accurate and reliable
solution for serial number validation, ensuring that each
part manufactured has a unique identity, thus reducing
the possibility of human error and improving the
integrity of the records in the company's database.

In addition, it is an application that saves the operator a
lot of work, as shown in chapter 3. The operator only
has to read the code on the parts and the program does
the rest, since the scanner automatically adds the line
break after reading.

is captured through the script, automatically moving to
the second part of the process (or the second reading).
By ensuring the uniqueness of serial numbers, the
program facilitates more accurate and efficient tracking
of Tenneco products throughout the supply chain. This

is especially beneficial for managing returns, warranties,
and component maintenance. Since the application was
implemented, no duplicate codes have arisen, and in
fact, the parts that have been sent forrework are due to
other issues ( such as part design, for example, in terms
of dimensions and/or weight).

In terms of the contributions of this project to the
company, we can talk about the significant improvement
in quality and reputation with its customers. By ensuring
the integrity and traceability of its products and
management systems, the program helps maintain and
improve the company's reputation in the market by
manufacturing components, technologies, and original
equipment systems for cars and trucks.

However, without a doubt, the greatest contribution will
be cost savings, which is why the problem was so
serious and, as demonstrated, the solution was found
through the power of programming. All it takes is a
requirements analysis, implementing the logic correctly,
and then coding it. Thanks to the program, there will no
longer be duplicate codes on parts, improving inventory
quality and accuracy, as well as avoiding returns from
customers due to an error that, until now, had not been
resolved.

In summary, the application has provided significant
benefits and strengthened Tenneco's operations,
positioning it better to face future challenges and take
advantage of new business opportunities and new and
innovative projects (Cummins, in fact, was the most
recent project). Its implementation is a clear example of
how technology can transform industrial processes,
generating  value and  improving  Tenneco's
competitiveness.

Trends in QR use show that it is possible to identify
processes (online-qr-generator.com, 2025), providing a
wide and vast set of digital solutions, including
everything from sharing a website to displaying contact
information. In addition, dynamic QR codes offer
statistical information on their frequency of use, in order
to know the number of people who have scanned them
and thus obtain Excel files for analysis.
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